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HNucTpykuus 151 00y4aroIuxcs no odecneyeHuo MHPOPMAIMOHHOMH 0€30MaCHOCTH NP
HCNOJIb30BaHNU ceTH «AHTepHeT» I pa3MellleHls B y4eOHbIX KaOUHeTaX, B KOTOPbIX
ocyliecTBJseTCH 10cTyN B ceTh « AHTepHeT»

JlaHHas MHCTPYKIMs IO OOecredeHnt0 MH(MOPMAlMOHHOW 0€30IacHOCTU NpHU HCIOIb30BAHUU
cetu MHTepHeT pazpaboTaHa Ui y4aluxcs Ha4aJlbHOTO, OCHOBHOTO, CPEJIHEr0 YpPOBHS OOYYEHHs C
LEJIBIO YPEryIUpOBaHUsl JeHCcTBUS 00yUarouXcs BO BpEMsI [10JIb30BaHHSI HHTEPHET — PECypCcaMHu.

KnaccHbIM pyKOBOIUTENSIM HEOOXOIUMO O3HAKOMHUTH OOYHYAIOLIMXCS C TPaBHJIAMH 0€3011aCHOCTH
B UHTepHere, npoBectu O6eceny ¢ ydammmucs. [IpuBenennslie npasuia 0e300acHOCTH B ceTH MIHTepHeT
HIKOJIbHUKAM HE00XO0AUMO MTOMHUTH M MIPUICPKHUBATH UX.

KomnbrotepHble BUPYChI

KoMmmbploTepHslii BUpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamMm, OTJIWYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBISIETCA CHOCOOHOCTh K Pa3MHOXKEHMIO. B JomojHeHue K 3ToMy, BUPYCHI
MOTYT TIOBPEIUTh WM TIOJHOCTBbIO YHUYTOXHUTH Bce (Gailibl U JaHHbIE, IOJKOHTPOJIbHbBIE
I0JIb30BATENI0, OT UMEHHU KOTOPOro Oblja 3allyllleHa 3apa)KeHHas IporpaMMa, a Takxke MOBPEJUTh WK
JlaKe YHUUYTOXKHUTH OIEPALMOHHYI0O CHCTEMY CO BCeMH (Qaiiiamu B 1ejoM. B OGonbIIMHCTBE ciydyaes
PacIpOCTPAHSIOTCS BUPYCHl Yepe3 UHTEPHET.

MeTo/1b1 3a1UTHI OT BPEIOHOCHBIX ITPOrPaMM:

1. Ucnonp3yit coBpeMEeHHbIE ONEpallMOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HbII YPOBEHB 3alllUTHI
OT BPEJIOHOCHBIX IPOTPaMM;

2. IlocrossHHO  ycTaHaBiAMBal martuu (UUQPOBBIE 3alJaTKH, KOTOpPblE AaBTOMATUYECKH
YCTaHABJIMBAIOTCA C II€JIbI0 JOPAaOOTKH IMPOrpaMMBbl) U JIpyrue OOHOBJIEHUS CBOEW ONEparMOHHOMN
cucrembl. CkaumBail MX TONbKO ¢ oduuuanpHoro caita paspaborunka OC. Ecnm cymectByer
PeXKMMaBTOMaTUYECKOTO OOHOBJICHH S, BKIIIOUH €T0;

3. PaGorait Ha cBoeM KOMIIBIOTEpE MOJ MpaBaMH I0JIb30BaTeNs, @ HE aAMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HAa TBOEM IEPCOHAIBLHOM
KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBHUPYCHBIE MPOrpaMMHBbIE MPOAYKTHI H3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuupb GU3NYECKUI JOCTYI K KOMIIBIOTEPY ISl HOCTOPOHHUX JIUII;

6. Mcnonp3yil BHEIIHME HOCUTENM HHGPOpMAlMU, TakMe Kak dQuiemka, JUCK win ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (ailiibl, MOTyYEeHHBIE M3 HEHAJEKHBIX HCTOYHMKOB. Jlaxe Te
¢aiinbl, KOTOpbIE MPUCIIaT TBOW 3HaKOMBIH. Jlydllie yTouHH y Hero, OTIpaBJIsl JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He BU Iepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIHIIL OpeH 1, Mapka. Eme B 1991
rojly HUjepiaHacKas Komnanus 3apeructpuponaia opens "WECA", uro 0603Ha4ano cioBocodyeTaHue
"Wireless Fidelity", koTopblil nepeBoauTcs Kak "O6ecrpoBogHasi TOYHOCTH".

Jlo Haimero BpeMeHH Jolljia JIpyras abOpeBuarypa, KoTopas SBJISETCS TaKOHM K€ TEeXHOJIOTHEH.
D10 ab6pesmarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTAaHJAPT BBICIICH 3BYKOBOM
texHuku Hi-Fi, uto B mepeBose o3HauaeT "BhICOKAass TOYHOCThH'.

Ha, OecrnaTHBIH HWHTEPHET-IOCTYN B Kade, OTelnsIX U adporoprax sBISETCS OTINYHON
BO3MOXKHOCTBIO BBIXOJ]a B MHTepHET. HO MHOT'HE SKCIepThl CYMTaIOT, 4To obmenocrynubie Wi-Fi cetn
HE SIBJISIFOTCS] 0€30MaCHBIMH.

CoBeTtbl 10 Oe30macCHOCTH pabOTHI B 001e10cTymHbIX ceTsix Wi-fi:

1. He mepenaBaii cBoro juuHyr0 HHpoOpManuio depe3 oOmemaoctynubie Wi-Fi cetn. PaGoras
BHUX, JK€JIaTeIbHO HE BBOJUTH MMAPOJIH JOCTYIA, JOTHHBI U KaKHUe - TO HOMEpa,

2. Ucnionp3yii W OOHOBISW aHTUBHUPYCHBIE TpOrpaMMbl M OpaHamayep. Tem caMbIM Tbl
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnons3oBanuu Wi-Fi otkmoun ¢ynknuio "OOmmiit goctyn K ¢aiinam v npuHTepam'.
Jannast GyHKIMS 3aKphiTa O YMOJYAHHMIO, OJHAKO HEKOTOPHIE MOJIb30BATENN AKTUBUPYIOT €€ IS



yIoOCTBa UCIIOIL30BaHMS B paboTe min yueoe;

4. He ucnonw3yit nmyonuunbsiii WI-FI myis mepenaun TUYHBIX JaHHBIX, HAPUMED IS BBIXOAAB
COIIMATILHBIC CETH WIIU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonp3yii Tonbko 3antuiieHHoe coeauHeHue yepe3 HTTPS, a ue HTTP, T.e. npu naGope
BeO-anpeca BBoau uMeHHO "https://";

6. B MmoOmipHOM Tenedone otkmroun ¢yHkiuoo "lloakmouenne k Wi-Fi aBromarnuecku". He
JIONYCKai aBTOMAaTH4eCKOro MOAKIIIoYeHus ycrpoiicTBa k cetssMm Wi-Fi 6e3 TBoero cornacus.

CounnajibHble ceTH

CoumasnbHble CETH aKTMBHO BXOISAT B Hally >KU3Hb, MHOTHE JIIOIU pabOTalOT U KUBYT TaMm
nocTosiHHO, a B Facebook yke 3aperucTpupoBaH MHJLTHAp] YEIOBEK, YTO SBISETCS OAHON CEIbMOM
BCEX KHUTEJEH TUIaHeThl. MHOTHE MOJIb30BaTeNI HE MOHUMAIOT, YTO HH(pOPMaLKs, pa3MelIeHHas IMU B
COLIMAJIbHBIX CETSX, MOXET ObITh HalJIeHa U UCII0JIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 00s13aTENIBHO C
0JlaruM1 HaMEPEHUSIMH.

OcCHOBHBIE COBETBHI 10 OE30MACHOCTH B COLIUANIBHBIX CETAX:

1. Orpannus crimcok npys3eil. Y 1e0st B Apy3bsX HE JODKHO OBITh CIIyYalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3amuinai CBOK YACTHYIO JXKM3Hb. He ykaspiBall maposd, TeleoHBI, ajapeca, JaTy TBOETO
POXKICHHUS W JAPYryl0 JUYHYI0 HH(OpManuoo. 3J0yMBIIUIGHHUKH MOTYT HCIIOJIb30BaTh JaXe
MH(pOpPMaLIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. amminai CBOIO pemyTaluio - JAEpKH ee B YUCTOTE W 3ajaBail ceGe Bompoc: xoTed Obl ThI,
YyTOOBl JIPYru€ I0JIb30BATEIM BUJENIU, YTO Thl 3arpyxaemb? Ilogymail, mpexne uyeM YTO-TO
OIMyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJbMHU, KOTOPBIX HE 3Haelllb, HE MCIOJb3yH CBOE pEaJbHOE UMS U
JIPYTYIO JTUYHYIO HHGOPMAIUH: UM, MECTO JKUTEIIbCTBA, MECTO yueObl U IpoUee;

5. U36erait pasmemienust ¢otorpaduii B MHTEpHETE, T/I€ THI M300pa)X€H HAa MECTHOCTH, IO
KOTOPOU MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6.IIpu perucrpammi B  COUMAIBHOW CETH  HEOOXOAMMO  WCIIONB30BaTh  CIOXKHBIC
HapoJIu,COCTOSIINE U3 OYKB M LU(P U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. Jlnis conuanbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOIMMO HCIOJIb30BaTh Pa3HbIC MAPOJIH.
Torna ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOIYy4aT AOCTYH TOJBKO K OJHOMY MECTY, a HE BO
BCE Cpa3y.

DJIEeKTPOHHBbIE 1eHbI'H

DONeKTpOHHbIE JEHbIW - 3TO OYEHb YJOOHBIM CcHoco0 miaTexed, OIHAKO CYLIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JI€HBIU.

DONEeKTpPOHHBbIE JEHbIM TOSBUIMCh COBCEM HEJAaBHO M MMEHHO H3-3a A3TOIO BO MHOTHUX
rocyapcTBax O CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHHMPYIOT M O HUX YK€ IMPONUCAHO B 3aKOHE, TNle UX pa3felsioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcsi MNPOBOJAWUTH oOmepanuu 0e3 HWIACHTHU(PHUKAIUU TOJb30BaTeNs, a B HEAHOHUMHBIX
UACHTU(DHUKAIIS TOTH30BATENS SBISETCS 00513aTENHHOM.

Taxxe cnenyer pa3nuyaTh IEKTPOHHbIE (PUATHBIE NEHBIU (PaBHbBI TOCYAAPCTBEHHBIM BAIIOTAM)
U DJIEKTPOHHBIE He(pUaTHbIE NEHbIH (HE paBHBI TOCYAAPCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI 10 6€30IaCHON paboTe C AMEKTPOHHBIMHU JIEHbIAMHU:

1. [lpuBsku K cueTy MOOWIBHBIM TenepoH. DTo caMblii yAOOHBIM M OBICTPBI cHoco0
BOCCTAHOBUTH JIOCTYN K cyeTy. [IpuBsizanHbIi TeneOH MOMOXKET, eciu 3a0y/ellb CBOW TUIaTeKHBIN
1apoJib MM 3aieIIb Ha CAliT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucionp3yii oqHOpa3oBkie mapoii. [locie nepexoa Ha YCHIICHHYIO aBTOPH3AIHI0 TeOe yKe He
OyJeT yrpokaTh OMACHOCTh KPAXKU WM TIEpexXBaTa IIIATEKHOTO TapoJis;

3. Beibepu cnoxubiii mapoinb. [Ipectymaukam Oyaer HE MPOCTO yraaaTh CIOKHBIA MapoJib.
Hanexnsle maponu - 3TO MapojH, KOTOpHIE COAEp)KaT HE MEHee 8 3HAaKoB U



BKJIIOYAIOT B Ce0sl CTPOUYHBIC U MPOMUCHBIE OYKBBI, IU(PPHI M HECKOJIBKO CUMBOJIOB, TaKue Kak
3HAaK J1oJi1apa, GyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JINYHBIE JAHHBIEC HA CAliTaX, KOTOPBIM HE JJOBEPSICIIb.

DJIEKTPOHHAA MOYTA

DJNEeKTpOHHAs TOYTa - 3TO TEXHOJIOTUS M MNPEIOCTABISIEMBbIE €H0 YCIYrH IO MEPechUIKe H
MOJIYYCHHUIO DIIEKTPOHHBIX COOOIICHHIA, KOTOPBhIE PACHPECIISIOTCS B KOMIBIOTEpHOU ceTh. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIN SIIIUK BBINVIAJUT CIEAYIOUIMM 00pa3oM: UMs_IMOJIb30BATEISI(@UMS_JOMEHA.
Taxoke KpoMe mepeavyn IpoCcTOro TeKCTa, UMEETCsi BO3MOXKHOCTb IepeaaBarh (haiibl.

OCHOBHBIE COBETHI 110 0€30IMacCHOM pabOTE C AICKTPOHHOM TOYTOM:

1. Hano BBIOpaTh NpaBUJIBHBIM TIOYTOBBIM CEpBUC. B HMHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIIaTHBIX IIOYTOBBIX CEPBHUCOB, OJHAKO JIYYIlle JOBEPATH TEM, KOIO 3HAElllb U KTO IEPBBIA B
pEUTHHTE;

2.He yka3piBali B JM4YHOW TmouTe JMYHYO HHPopmanuio. Hampumep, mydmie BbIOpath
"My3bIKabHbIN _(panat@" unum "pokx2013" Bmecto "temal3";

3. Ucnonp3yil MBYXATANHYIO aBTOPU3ALMIO. JTO KOT/Ia MOMUMO Iapojsi HY)KHO BBOJUTH KOJI,
npuchUIaeMbiil o SMS;

4. BoiGepu COXKHBIN Mapoiib. J{sl KaXa0ro MOYTOBOTO SAIIMKA JOJDKEH OBITh CBOW HAJICKHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5.Ecnu ecTh BO3MOXHOCTH HamucaTh CaMOMY CBOW JIMYHBIA BOMPOC, MCHOJB3YH ITY
BO3MO>KHOCTb;

6. Mcronp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBBIN I YaCTHON NMEPEnuCKH C aJpecaTaMH,
KOTOPBIM ThI JIOBEpsielllb. JTO JJIEKTPOHHBIM aJpec He HaI0 HCIONb30BaTh MPU PETUCTPALMU HA
dopymax u caiitax;

7. He otkpbiBail (ailibl U apyrue BIOKEHHUS B MUChbMaX, JIaXe €CIIM OHM MPUIIUIM OT TBOUX
npy3eid. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. ITocne okoHYaHUs pPabOTHl Ha MOYTOBOM CEpPBUCE IEpe]l 3aKPhITUEM BKIJIAJKH C CaTOM He
3a0ynb HaxaTh Ha "Beriitu".

Ku0epOy/1iuHr niim BUPTyaibHOe U3/1eBaTeIbCTBO

KubepOynnuur - mnpecienoBaHue COOOIICHUSIMHU, COJEPXKAIIMMHU OCKOPOJIEHUS, arpeccuio,
3allyTUBaHWe;  XYJUTAHCTBO;  COIMAJbHOE  OOMKOTHpPOBAaHME C  IOMOIIBIO  Pa3IMYHbBIX
MHTEPHETCEPBHCOB.

OcHoOBHBIE COBETHI IO O0pHOE ¢ KNOEPOYITUHIOM:

1. He Opocatics B 00il. Jlyummii cnoco6: mocoBeToBaThcs Kak ceOs BECTH U, €CIM HET TOro, K
KOMY MOKHO OOpaTHUThCS, TO BHayajle YCIIOKOMTbCA. Eciau Thl HayHelb OTBEYaTh OCKOPOJICHUSAMU
HAOCKOPOJIEHUS, TO TOJIBKO €1lle O0JbIIe Pa30AOKelb KOHPIMKT;

2. YrpaBnsii cBoeil kubepperyranueii;

3. AHOHUMHOCTh B ceTH MHUMas. CyIIeCTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTOUT BECTH XYJUTAHCKUI 00pa3 BUpPTyadbHOW >Xu3HU. MIHTepHeT ¢QuKkcupyeT Bce TBOU
JIeMCTBUS M COXpaHAET UX. Y JaUTh UX OyIeT KpaifHe 3aTpyIHUTENIbHO;

5. Cobnroait CBOO BUPTYAIbHYIO U€CTh CMOJIONY;

6. UrHopupyit eauHuyHbli HeraTMB. OIHOpPA30BBIE OCKOPOUTENBHBIE COOOIIEHHUS JIydlle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIECHHSIMU, B COIMAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C OINpe/IeIeHHbIX aJPECcOB;

8.Ecniu 11 cBuzmerens  kuOepOyuimHra.  TBow — NEHCTBHS:  BBICTYIIUTH  IPOTHB
IIPECIIE0BATENS,I0Ka3aTh €My, YTO €ro JAEWCTBHS OLICHHWBAIOTCS HETATUBHO, MOAJIEP)KATh KEPTBY,
KOTOPOH HY)KHAIICUXOJIOTHYECKasi TOMOIIb, COOOLIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEICHUS B
CETH.

MoOnabHbIi Te1edoH

CoBpeMeHHbIe cMapTHOHBI W IUIAHIIETHI COJEPKAT B ceOe BIOJHE B3POCTBIM (PYHKIIMOHANT, U
TENepb OHU MOT'YT KOHKYpHUPOBAaThb CO CTAallMOHAPHBIMM KOMIIbloTepamu. OJIHAKO, CPEICTB 3aLUTHI
JUISL TIOJOOHBIX YCTPOMCTB MOKa OYE€HBb Majo. TecTupoBaHUE U



IIOMCK YSI3BUMOCTEW B HUX IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak A [1K, To ke camoe kacaercs
Y MOOMJIBHBIX IIPUIIOKEHUH.

CoBpemeHHBIE MOOMIIBHBIE Opay3ephl yKe MPAKTUYECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupeHue (pyHKIMOHAJIa BJIeUeT 3a cO00 OOJIbIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILIEHHOCTb.

Jlaneko He Bce TMPOU3BOJAUTEIHN BBHITYCKAIOT OOHOBIIGHHUS, 3aKpBIBAIOLINE KPUTHUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI JIs1 0€30IaCHOCTH MOOMIIBHOTO TeledoHa:

Huuero He sBisercss mno-HacrosimieMy OeclulaTHbIM. Bynp ocropokeH, Benp Korja Ttede
IpeIaratoT OeCIUIaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE - TO IJIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaButbh SMS, ¢oto mimm Buneo. Thl TOYHO 3HaelIb, i€ OHU OyAyT B
KOHEYHOM HUTOre?

Heo0xo1muMo 0OHOBIATH OMEPAMOHHYIO CUCTEMY TBOEro cMapTQoHa;crnonb3yil aHTUBUPYCHBIE
IPOrpaMMBI JJIsl MOOMIIBHBIX TeJ1e()OHOB;

He zarpyxaii  mpuiokeHHss OT  HEHM3BECTHOTO  HMCTOYHHMKA, BEAb OHH  MOTYT
COJIeP’KaThBPEIOHOCHOE IPOrpaMMHOE 00eCIIeYeHHE;

[Tocne Toro kak THI BBIMIEIIb C CaiiTa, TJie BBOAWI JMYHYIO MH(OpMAIuio, 3aiiiu B HACTPOHKHU
Opaysepa u ynanu cookies;

[lepuoanuecku mpoBepsiii, Kakue MiIaTHbIE YCIYTU aKTUBUPOBAHbI Ha TBOeM HoMepe; JlaBaiicBoi
HOMEp MOOMJIBHOTO Tese(OoHa TOIBKO JOISM, KOTOPHIX ThI 3HACIlb U KOMY JIOBEPSICIIb;

Bluetooth momkeH ObITh BBIKIIOYEH, KOTAAa Thl WM HE IMoOJb3yelibes. He 3a0biBaii
WHOTJANPOBEPATH ITO.

Online urpoi

CoBpeMeHHbIE OHJIAH-UTPBI - ATO KPAaCOUYHbIE, 3aXBAThIBAIOIIUE Pa3BiIeUCHUs, 00BEAUHSIIONINE
COTHHU THICAY YEJIOBEK IO BCeMy MHpY. Mrpoku HCCienyloT AaHHBIA MM MHp, OOMIArOTCS APYT C
JIPYTOM, BBINOJHSIOT 33/IaHUf, CPaXKAIOTCS C MOHCTPAMU W TOJY4aloT OMBIT. 32 YAOBOJBCTBHE OHU
TUTATSAT: TIOKYTAOT INUCK, OTUTAYMBAIOT A0OHEMEHT WIIM IPUOOPETAIOT KaKUe-TO OTIIIHH.

Bce atu cpenctBa uayT Ha MOAJIEp)KaHUE M Pa3BUTHUE MIPbI, @ TaKKe Ha caMy O€30MacHOCTb:
COBEPILIECHCTBYIOTCSI CHCTEMBI aBTOPHU3AIMH, BBITYCKAIOTCSI HOBBIE MaTdd (IMQpOBBIE 3aIUTaTKU IS
pOTrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Hrpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KpPaXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI IO O€30MTaCHOCTH TBOET'O HTPOBOTO aKKAyHTA!

1. Ecnim ppyroil urpok Beaer ce0s IUIOXO WIM co3JaeT TeOe HEMpPUSATHOCTH, 3a0JIOKUpPYH
€r0 BCIIMCKE UTPOKOB;

2. Tloxanyiics ~ agMMHHUCTpaTOpaM  UIpbl Ha  IUIOXO€  [OBEIEHHE  HITOr0  MIPOKa,
KeNaTeITLHONIPUIIOKHUTD KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii tnunyto nHpopmanuio B mpodaiise urpsr,

4. VBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeoduIuanbHbIE TATYU U MOJIBI,

6. Mcronp3yii clioyKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMs Wrpel HE CTOUT OTKJIIOYATh aHTUBUpYC. lloka TBI urpaenb,
TBOMKOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHMHT HIH KPakKa JHYHBIX TaHHBIX

OObIUHOM Kpakel JEHEr W JOKYMEHTOB CETOIHS YK€ HHKOTO HE YAWBHIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJOTHH 3JI0YMBIIIICHHUKH MEPEeMECTIIINCh B WHTEPHET, U IMPOIOJKAIOT 3aHUMAThCs
"IIF0OMMBIM" JIETTOM.

Tak mosiBUIach HOBAsl yrpo3a: HHTEPHET-MOIIEHHNYECTBA WU (DUILTMHT, TIIaBHASI 1IEJIb KOTOPOTO
COCTOMT B TMOJY4YEHHU KOH(UIACHIMATBHBIX JaHHBIX IOJb30BaTeNeld - JIOTMHOB M mapojeil. Ha
aHrmiickoM si3eike phishing uuraercs kak ¢ummar (ot fishing - peioHas oss, password - naposib).

OcCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecnu Thl 1ojo3peBaelib, YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HE0OXOaMMO 3a0JIOKUPOBATH €€ U COOOIINTH AIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXHO CKOpee;

2. Uctionp3yii 6e30macHbIe BEO-CaliThl, B TOM YUCIIEe, MHTEPHET-Mara3nHoOB U TIOMCKOBBIXCHUCTEM;

3. Ucnionp3yil CIOKHBIE M pa3Hble Mapoiau. TakuMm o0pa3oMm, eciau TeOs B3JIOMAKT, TO
37I0YMBIIIJICHHUKH MTOJTy4aT AOCTYI TOJIBKO K OHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;



4, Ecnu TeOs B3jOMalid, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUMX 3HAKOMBIX, KOTOPHIC
no0aBieHbl y TeOS B APY3bAX, O TOM, YTO TeOsl B3JIOMAand W, BO3MOXXHO, OT TBOErO MMEHHU OyIeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIUHTOBBIE CalThI;

5. YcranoBu HagexHbid napoib (PIN) Ha MOOHIBHBII TenedoH;

6. OTKIIFOUM COXpaHeHUE Maposist B Opaysepe;

7. He oTkpbIBail Qaiinbsl U Apyrue BIOKEHHUS B MUCbMax, JaXe €CIM OHHM NPHUILIH OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTHPABIISUIM JIU OHU TeOe 3TH (haiibl.

Hudposasi penyranust

Hudposas pemyramusi - 3TO HEraTUBHAs WM TO3UTHBHas uHpopManuss B ceTu O Tele.
Komnpomerupyromass uHpopMmanus, pa3MeUIeHHas B HWHTEPHETE, MOXET Cephe3HbIM 00pa3oM
OTpa3uThCA Ha TBOeW peanbHOUM >ku3HU. "lludpomas penyramms" - 3TO TBOH HMHIK, KOTOPBIH
dopmupyercst u3 unpopmaru o Tede B MHTEPHETE.

TBoe MecTo >XuTeNbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa Hu
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKU JIETKOMBICIEHHO OTHOCSTCS K MYyOJMKAalMu JHUYHOW HHPOpMAIMU B
WuTepHere, HE NOHMMas BO3MOXKHBIX MOCHEACTBUM. Thl Jake HE CMOXKEIIb JI0raJaThCsi O TOM, UYTO
dororpacdus, pasmeiieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommMmenTapuu, pa3menienue TBoux Gororpaduil u apyrue 1eHCTBUS MOTYT HE MUCUE3HYTh JaXe
MocJie TOro, Kak Thl UX yAalullib. Thl HE 3HACHIb, KTO COXPaHWJI 3Ty MH(OPMAIINIO, MOMala JId OHA B
MIOMCKOBBIE CHCTEMBl M COXpPaHMJIACH JIM OHA, a TJIABHOE: YTO TMOAYMAIOT O TeOe OKPY)KAIOIIUE JIFOMM,
KOTOpBIE HAaWAyT W YyBUAAT 3T0. Haiitu nH(OpManuio MHOrO JET CILyCTS CMOXET JIIo0o# - Kak u3
JNOOPBIX TOOYKICHHUH, TAK U C HAMEPEHHUEM NIPHUYUHHUTD Bpell. DTO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 10 3a1IUTE HU(POBON pErmyTaIHH:

1. [lomymai, mpex/ie 4eM 4To-TO MyOJUKOBATh U IepeiaBaTh y ce0si B 0J0re WM BCOLMAIBHOM
ceTH;

2. B macrpoiikax npopuiss YCTAaHOBM OIPAHMYEHHST HA MPOCMOTP TBOETO
npodmis U erocoJepkKUMoro, cjieiai ero ToJibko "1 apysen";

3. He pasmemniait m He yka3piBail WHQPOpPMAIUIO, KOTOpas MOMET KOTo-JIM0O OCKOPOISTH
WITHOOMKATb.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJBHUKU - AaKTHUBHBIE IOJb30BaTENIM IMPPOBOro mnpocrpaHcTBa. OmHaKo
JlaleK0 HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTMMH BO3MOXKHOCTAMHU IIM(PPOBOro Mupa Tpedyer
coOII0IeHMSI TPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun  "uHTe/UIEKTyalbHas COOCTBEHHOCTh" OTHOCUTCS K  pa3IMYHbIM  TBOPEHUSIM
YeJIOBEUYECKOr0 yma, HauMHasi ¢ HOBBIX M300peTEHWU M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTH Ha
NOPOAYKTHl M YCIYTH, U 3aKaH4YMBas KHUTaMH, GororpadusMu, KMHOGHIBMAMH U MY3bIKQJIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa HAa MHTEJJIEKTYAIbHYI0 COOCTBEHHOCTh HAa MPOU3BEACHUS HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYHNAlOT B KayeCTBE TapaHTUU TOTO, 4TO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI Tpya aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBeaUBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPyJa, MOJYYUTh HW3BECTHOCTb W IpPU3HAHUE.
Hukrto 6e3 paspemeHnus aBTOpa HE MOJKET BOCIIPOU3BOJUTH €ro IPOU3BENCHUE,
pacnpocTpaHsiTh, MYyOJUYHO JIEMOHCTPUPOBAThH, IPOJIaBaTh, UMIIOPTUPOBATH, MYCKAaTh B IMPOKaT,
MyOJIMYHO MCIIONHSATH, TOKAa3bIBaTh/UCTIONHATE B 3(hupe win pa3meniats B lHTepHeTe.

Hcnons3oBanne "mupaTcKoro’ mporpaMMHOTO 00eCTIEeYeHUST MOXKET MMPUBECTH K MHOTHM PHUCKaM:
OT TIOTepU JaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKHM TBOErO YCTpPOMCTBa, I/ieé YCTaHOBJIEHA
HeneranbHasg nporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTallbHble U OecIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MO>KHO HalTH B CETH.




WHCTPYKIUS I OBYYAIOIIUXCS OF HH®OPMAIIMOHHOM
BE3OITACHOCTH

HEJIb35

1. Bcem moapsi coo0maTh CBOK 4acTHYIO HH(popMmanuio (Hactosmme ums, paMunmio, TeaedoH,
ajipec, HOMep IIKOJIbI, a TaKke (hoTorpaduu CBOH, CBOCH CEMbU U JIPY3ei);

2. OTKpBIBATh BIIOKEHHBIC (PaiiIIbl DJIEKTPOHHOH ITOYTHI, KOT/Ia HE 3HACIIH OTIIPABUTEIIS;

3. I'pyOuTh, puaupaThCs, OKa3bIBaTh JIaBICHHUE - BECTH ce0sl HEBEXKIIUBO U arpecCHBHO;

4. He pacrniopspkaiicsi JeHbraMyd TBOEH ceMbH 0€3 pa3pelieHHs] CTapUIMX - BCErJa ClpalinBai
pOAUTENEH;

5. He BcTpeuatics ¢ MHTepHET-3HAKOMBIMH B PEajbHON JKU3HH - MOCOBETYHUCS CO B3POCIBIM,
KOTOpPOMY JI0BEpSIEILIb.

OCTOPO’KHO

1. He Bce mumryt npaBay. Yuraemsb o cebe HempaBay B MHTEepHeTe - cooOmm 00 3TOM CBOUM
POIUTENSIM HUJTH OTIEKYHaM;

2. [lpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIHM MOJBOXA;

3. HezakonHoe konmpoBanue (haitnos B IHTEpHETE - BOPOBCTBO;

4. Beerna pacckasbiBail B3pOCIIbIM O poOJIeMax B CETH - OHU BCETa IOMOTYT;

5. Ucnonp3yii HaCTpOMKKM O€30MacCHOCTH M MPUBATHOCTH, YTOOBI HE TMOTEPSATH CBOM aKKAayHTHI B
COLIMATILHBIX CETSX U IPYTUX MOpTaiax.



